Email service based on App Registration Instructions
for Office365 (aka Exchange Online)

Complete the following instructions to find the values to enter into the Directory (Tenant) ID, Application
(Client) ID, Client Secret Value, and Authority fields in the Email Manager option in the School
Accounting System, as shown below, for use with OAuth2 authorization. Once the values have been
determined, access the Email Manager option under the Maintenance menu on the main School
Accounting System screen.
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Pre-requisites(s):
- User who is Global Administrator in the Azure (aka Microsoft/Office 365) Tenant.
- Email account(s) within the Tenant that is going to be used as the “from” address for emails sent
from the School Accounting System. Shared mailboxes are allowed to be used.

Instructions:
1) Go to https://portal.azure.com -> Log In with Global Admin user.

2) Search for “App Registrations”.
3) Select “+ New Registration”.
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<« C M 25 portal.azure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationsListBlade

Microsoft Azure 0 Search resources, services, and docs (G

App registrations =
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4) Create a Name for the app, leave the default selection of “Accounts in this organizational directory
only”, and select “Register”.
\ Register an application - Micro: X +

& C M 25 portal.azure.com/#
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SAS-EmailApd
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O Personal Microsoft accounts only
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5) Save the “Application (client) ID” and “Directory (tenant) ID” for entry into the School Accounting
System. This information can be viewed in Azure later if needed. It is hidden in the picture as it
could be sensitive information, and should not be accessible by the public.
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Essentials

6) Expand the “Manage” menu in the left navigation bar, select “Certificates & secrets”, select the
“Client secrets” tab, and select “New client secret”.
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New client secret

Description Expires

No client secrets have been created for this application.




7) Create a Description for this secret, select an expiration timeline (current options range from 3

months to 24 months), and select “Add”. Please note that this secret will need to be updated before

expiration to continue facilitating email service. New secrets can be created anytime before
expiration.
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8) Copy the “Value” string from this Client Secret into the Client Secret Value field in the School
Accounting System. There is a “copy” icon on the right of the secret value. This value should be
protected from unauthorized access.
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9) Now select “API Permissions” from the “Manage” menu in the left navigation bar, and then select

“Add a permission”.

\ SAS-EmailApp - Microsoft Azur X
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Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have alrd
their own behalf aren't affected. nore

The "Admin consent required” column shows the default value for an organization. How ser consent can be customized per permission, user, or af
may not reflect the value in your organization, or in organizations where this app will be us more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured p
include all the permissions the application needs.

Add a permission Grant admin consent for Software Unlimited, Inc.
API / Permissions name Type Description Admin consent req...  Status
v

Delegated  Sign in and read user profile

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try

10) Select “APls my organization uses”, type “office 365” to narrow the list, and select “Office 365
Exchange Online” from the options.

\ Request APl permissions - Mic

X +
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11) Select “Application permission”, type “smtp” to narrow the list, select “SMTP.SendAsApp” from the
menu and select “Add permission”.
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12) Select “Grant admin consent for {Your organization

\ SAS-EmailApp - Microsoft Azur X
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Grant admin consent confirmation.
Do you want to grant consent for the requested permissions for all accounts in Software Unlimited, Inc.? This will

update any existing admin consent records this application already has to match what is listed below.

't users have already granted|

i/ The “Admin consent required” column shows the default value for an organization. Howeves
may not reflect the value in your organization, o in organizations where this app will be

ser consent can be customized per permission, user, or app. This colu

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions 4
include all the permissions the application needs.

Add a permission Grant admin consent for Software Unlimited, Inc.

API / Permissions name Type Description Admin consent req... Status

v
Delegated ~ Sign in and read user profile

Application  Application access for sending emails via SMTP AUTH A Not granted for Sof

To view and manage consented permissions for individual apps, a< well a< your tenant's consent <ettis



13) The Granted icons should turn green:

ranted for Software U__

14) Select the “Cloud Shell” icon and enter: “Import-Module ExchangeOnlineManagement” and then
“Connect-ExchangeOnline”.

\ SAS-EmailApp - Microsoft Azu: X
€« C @ 23 portal.azure.com/#vi¢

Microsoft Azure £ Search resources, services, and docs (G+/)
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SO i Successtully granted admin consent for the requested permissions.

& Quickstart

A Integration assistant

. Diagnose and solve problems A, Granting tenant-wide consent may revoke pen s that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't
Manage

& Branding & properties i The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, o app. This column may not reflect the vah
n organzations where this app will be used. Lea .
Authentication

¥ Certificates & secrets

Add o remave fovorkes by pressing CtrL o Sh{f o Configured permissions

> Switcht

PS /home/tj> Import-Module ExchangeOnlineManagement
PS /home/tj> Connect-ExchangeOnline

This V3 EXO PowerShell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Client-Server communication. You can now run these
f WinRM Basic Auth in your client machine thus making it more secure.

Unlike the EXO* prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) omdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherently.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EXO, the cmdlets can be run without WinRM basic auth enabled.

For more information check https://aka.ms/exov3-module

Starting with EXO V3.7, use the

PS /home/t3> []

15) Without closing the Cloud Shell, in the search, type “Enterprise App...” and select “Enterprise
applications”, search for the app name to narrow the list, and select the App created above.



\ Enterprise applications - Micro: X
&« C M 23 portal.azure.com/#vic icrosoft_AAD_IAM/StartboardApplicationsMenuBlade/~/AppAppsPreview
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/ Manage
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connectors
1 application found

User settings Name Application ID Homepage URL Created on Ty Certificate Exp
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Custom authentication
' extensions

> Security
> Activity
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Add or remove fovorites by pressing CtrlL+Shift+F

i Mana S

PS /home/tj> Import-Module ExchangeOnlineManagement
PS /home/tj> Connect-ExchangeOnline

16) Type “New-ServicePrincipal -AppID “ and then copy the Application ID and right click “paste as plain
text’, and then type “-Objectld “ and copy and “paste as plain text” and then press enter. The
command should resemble this:

>New-ServicePrincipal -Appld <APPLICATION_ID> -Objectld <ENTERPRISE_APP_OBJECT_ID>
\ SAS-EmailApp - Microsoft Azur X
<« C M 23 portal.azure.com/#view/Microsoft_ AAD_IAM/ManagedAppMenuBlade/~/Overview/objectld,

Microsoft Azure P Search resources, services, and docs (G+/)
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Properties
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Name
SAS-EmailApp

(D) peployment Plan

A, Diagnose and solve problems
Application ID
Manage
REQRRY Object ID

Activity

Add or remove fovorites by pressing Ctrl+Shift+F

PS /home/tj> New-ServicePrincipal

DisplayName




17) Type “Get-ServicePrincipal | fI” and find the “ExchangeObijectld” of the service principal just created.

WhenCreated :
WhenChangedUTC : 9/26/202

WhenCreatedUTC : 9/26/202
ExchangeObjectld : S95e847374

18) To allow permission, use this ID and the mailbox you want to ‘Send As’. (Please be advised that
emails sent “from” this application will appear to be “from” the account(s) enabled in these steps. It
may be advisable to create a dedicated email address just for this application. Shared mailboxes
are also allowed to be used.) You may enable multiple email addresses/shared mailboxes (e.g.
payroll@, ap@, etc.).

Add-MailboxPermission -Identity "sender@yourdomain.com" -User <EXO_ServicePrincipal_ldentity> -
AccessRights FullAccess

PS /home/tj> Add-MailboxPermission 9e FullAccess
Identity User AccessRights

S-1-54 . {FullAccess}

19) Ensure SMTP Auth is allowed for the mailbox by entering:
Set-CASMailbox -Identity sender@yourdomain.com -SmtpClientAuthenticationDisabled $false

PS /home/tj> Set-CASMailbox

PS /home/tj> |

20) For the Authority Section, enter this string replacing <Tenant_ID> with your Directory (tenant) ID
above:

https://login.microsoftonline.com/<TENANT_ID>/v2.0 (remember to remove the “<” and “>")

21) Ensure email addresses in the School Accounting System are enabled in this process, and add the
IDs created above to the appropriate fields on the General Options tab in Email Manager, and test
sending from email addresses added in here and also confirm that addresses not added in steps 18
and 19 result in an error message.

22) Tip: Set a reminder for the expiration of the Client Secret — a little while before it expires you can
create an additional secret with a new expiration and replace the existing one without any disruption
of service.



